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111-5

U. S. DEPARTMENT OF ENERGY

SAFEGUARDS AND SECURITY SURVEY REPORT

Facility Name, Reporting identification Symbol (RIS), and Address:

Bates Midtown Division (CES)

909 Prince Avenue
Midtown, OH 45201

Classified Mailing Address:
Bates Midtowvm Divigion
ATTN: Document Custodian
909 Prince Avenue

Midtown, OH 43201 ,op proreTERED OR CERTI

-1

FIED

Classiied Shipping Address:
Bates Midtown Division
ATTN: Document Custodian
FOR: Ovid Foster
Midtown, OH 45201

Facility Securtty Officer: Ronald Limmins
Teisphone Number: { 04) 312-5566

Facility MCSA Manager: Ovid Fost:er.
Telephone Number: ( 804) 312-5567

Contract, Purchase Ordier, inquiry or Ai:cess Permit Number:

Foreign Ownership, Control or infivence Cartiticats Submitted:

Various DOE contracts and Purchase Orders Hvyes DOnNo
Facility importance Rating (Check one):
O Cassa [XCuesB [ CiassC [ Property Protection  [J Other
Other (nterests:
O Computer [J Communicatj O sCiF [J Access Permit [ Other DNA
Date of Survey: Composite Facility Rating:
November 11-14, 1987 Bves 0OnNo O satistactory
O marginai
O Unsatistactory
Dste of Previous Survey: Previous Rating:
November 4-8, 1986 No SAT
Highest Ciassification of clear Material:
Documents: S/RD O Category | O Category iv
Materials: S/RD X Category it 0 ona
Work: S/RD D Category it
Descnption of Interest(s):
For active security interests, see Exhibit 'D" of this report.
Responsibis Field Office: Other Omco(s) with interests: Surveying Office:
‘ QH. AL/YNR SAN, SNR CH
: //1EﬂAam&’ Distribution Date: i
“ / omas W. xértin December 10, 1987
3 copies 1 copy
1 coupy SAN
1l co
1 copy CH 1 co:;:
1 copy
{Ges Reverse Side of Form)
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Rating
PROGRAM PLANNING AND MANAGEMENT s
PINNING PrOCBBS . . ...ttt ettt ittt i it e e e e
Organization and MRNAQEMBNL . . ... ... ... ... . . it _'S—"s
Safeguards and Securtty PIaNS . ... ... .. ... it —
Reporting and Notification .. ... ... . i it e —_—
Resolution Of FINAINGS .. ... ... ittt it ittt taernannenoeacaacneennans —_
2T T T
PROTECTION PROGRAM OPERATIONS s
Physical Security Systems . . ... ... .. ittt et et
PropertY PrOtBCHON .. ... ittt i e et et ee et eaas S
PrOteCtVE FOTCR ... .. it iiiitietii ettt reracntacananaanannnns e aeeaaea §S
System Performance Tests . .. ... ... . ...ttt
2T 1o S
MATERIAL CONTROL AND ACCOUNTABILITY
ProGram MRNAGBMENL .. ... ... tueenocenn e eannaneeneear e eaneareneansnenneaneones —S
MALEAIAIS ACCOUMBIIG . ..o e i ite et ettt it et et et eaiseaenaanneannnans —
MAEBRIA! COMIOl . ..ottt e e i - .
ACMINIStrAtVE CONMIOIE . . . ..\ttt ittt ettt e e e e e et -
System POrfOMMANCE TOSMS . ... ... ........ootitnin ettt —_
[T T -
INFORMATION SECURITY
Management Program ..... L.,
Control of Secret and Confidend
Contro! of Top Secret Docum " L.
Classified Material Contro} ... .........c..cevee.. o T
Security InfractionS/ViolatiONS . . . ... ... it e it eea e s
ClasSIfiCation GUIDBNCE . .. .. .. ccurrtn ettt e e e e e e e e e e e eee et iea e maeeaeaann S
Technical Surveiilance Countermeasures . ...............c.ccocviveunnn.. e .
SyStem PerfOrMANCE TSI . .. ... ... .ouuetient ittt iine et e et eaeanaaanans -
20 7Y PRI S
COMPUTER SECURITY
Computer Security Managementand Planning . ........ ... ... ... .. i DNA
Protection of Information ASSetS . . . .. ... ... ... e, DNA
Physical Protection of Computing Resource Assets . ......... ........... ... ...cccivinn.nn L
" Continuity and Reliability of Critical Operations .. .. ... ... .. ... .. ... .. ... . cciiiiiniionnn- ORA
TEMPE ST PrOgramM .. ...ttt ittt ittt it c e it et e DNA
L2173 PP _____DIH )
OPSEC
OPSEC Program Structure . . ... ... .. i il ittt ittt i s S
Vulnerability ASsessment ... ... ... .. i i ittt S
L2033 T A et S
PERSONNEL SECURITY
Personnel CleArANCe PrOGrAM . . . ... ... et e e e e et e e ieee e e e eanaan S
Selective Reinvestigation PrOGramM . ... .. ...... ... .iinnnrerraainreamanceeseonneeesenans S
Security EQUCAHON PrOGIBM ... . . .. ... . . ... —
VEHOT GOm0l . .. ottt ettt it e e et e e e —
T N —
FACILITY SURVEY AND APPROVAL
Facility RegIStar . . .. ... et cat et _§__
FAClty ADDIOVEI PTOCOSS . . ...\ttt e e e e et e e
SNy SUIVBY S . . ...ttt et cat i, S
MOBA SUIVBYS . . ..ottt e e e ettt s S
BALND ..ottt e N ~S

Rate Each tem: S — Satisfactory M — Marginal U — Unsatisfactory  DNA — Does Not Apply



