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Suppl 1 to AR 50-5 and AR 50-5-1

SECTI ON 1
AR 50-5, 7 August 1989, is supplenented as foll ows:

Page 3, paragraph 1-4, Responsibilities. Add subparagraphs o through u

0. The Deputy Chief of Staff for Anmmunition (AMCAM directs and
manages the USAMC Nucl ear Surety Program

p. Each deputy chief of staff and separate staff office chief,
Headquarters, U S. Arny Materiel Command (HQ AMC), will --

(1) Consider nuclear surety requirenents in their areas of
responsibility and coordinate all significant actions related to nucl ear
surety with the Deputy Chief of Staff for Ammunition

(2) Furnish information copies of all letters and nessages
contai ni ng policy, significant procedures, and technical information
relative to nuclear surety to the Director, USAMC Surety Field Activity,
(AMXSA), Dover, NJ 07801-5299.

gq. Director, USAMC Surety Field Activity, will conduct surety
assi stance visits and nanagenent reviews as required by HQ AMC

r. Director, US. Army TMDE Activity, will furnish information
copi es of nuclear weapon and reactor-related calibration inspections to
HQ AMC (AMCAMCN) and the Director, USAMC Surety Field Activity.

s. Commanders of each major subordinate conmand (MSC), installation
or activity that have nuclear or nuclear-related mssion responsibilities
will --

(1) Establish a Nuclear Surety Program per the policies,
procedures, and concepts set forth in the basic regulation and this
suppl enent. Programrequirements will include as a mninum --

(a) Conmand enphasis for programvisibility at all |evels.

(b) Conprehensive surety plans and directives for each
nm ssion activity.

(c) Establishnment of surety objectives, goals, and
m | estones to pronpte program managenent.

(d) Assignnment of specific responsibilities for conpliance
with surety requirenments and the attainment of surety objectives

(2) Appoint a Nuclear Surety Board and a nuclear surety officer
for independent nonitorship of the organization's surety activities. The
surety officer will have direct access to the commander, wll be
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supported by an adequate staff, and will have primary authority to
devel op and i npl enent the command surety program The surety officer and
surety board will --

(a) Assist the command in properly discharging surety
responsibilities identified in the basic regulation and this suppl enent.

(b) Meet quarterly at the MSC and reactors |level, and nonthly
at depot and activity levels to identify surety problem areas requiring
conmand attention or enphasis and to recommend actions necessary for
problemresolution. Mnutes, to include a record of actions taken in

regard to surety recomrendations, will be presented to the commander for
review and approval. These docunments will be retained for a m ni num of
18 nont hs.

(c) Review and anal yze the results of test exercises,
i nspections, audits, and surveys which address surety areas and assess
t he adequacy of corrective actions.

(d) Ensure consistent application of Personnel Reliability
Program (PRP) requirenents by all el enents of the organization.

(3) Furnish current copies of command directives and docunents
whi ch i npl ement the command Nucl ear Surety Programto HQ AMC ( AMCAM CN)
and to the Director, USAMC Surety Field Activity.

t. Director, USAMC Security Support Activity, will review plans
conduct security assessnments and surveys, and provi de assi stance as
necessary to ensure an effective security environment.

u. Director, U S. Arny Defense Amunition Center and School, will
establish and maintain a training programto support the requirenents of
the U S. Arny's Nuclear Surety Program

Page 5, paragraph 3-3e(4). PRP policy. Add the follow ng at the end.

The USAMC install ati on commander is authorized to act as the MACOM
designee for this function.

Page 5, paragraph 3-3h. Add the follow ng at the end.

PRP qualification cannot be identified as a critical elenment in a
civilian enmpl oyee's General Performance Appraisal System (GPAS)
requirenents.

Page 6, paragraph 3-5a(3), Nuclear duty positions. Add subparagraph (e).

(e) Surety personnel at nucl ear weapon sites who nonitor
operations will be in the PRP
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Page 6, paragraph 3-5c(2). Add the follow ng at the end.

This also applies to USAMC Surety Managenent Revi ew Team nenbers.

Page 8, paragraph 3-7, Training requirenents. Add subparagraphs d and e.

d. Quality Assurance Specialist (Anmunition Surveillance) interns
nmust be qualified upon conpletion of their training for assignnment to any
desi gnated career position to include nuclear duty positions. Interns who
fail to meet PRP or acadenic standards will be imediately renoved from
t he career program

e. Training requirements for AMCCOM and M COM personnel who night be
pl aced on tenporary duty requiring access to nucl ear weapons(engi neering,
design, or other weapons systens devel opnent positions) nmay be satisfied
by on-the-job experience in the weapons system devel opnent process.

Page 10, paragraph 3-16, Certifying official's evaluation and briefing.
Add subpar agraph f.

f. The DCS for Ammunition will determine reliability and conduct the
necessary PRP briefing for the Director, USAMC Surety Field Activity.

Page 12, paragraph 3-24j, Pernmanent disqualification. Add the follow ng
at the end.

The nanes of pernmanently disqualified nmilitary personnel will be

tel ephonically reported to HQ AMC Deputy Chief of Staff for Personne

(of ficer personnel data is provided to AMCPE, DSN 284-9325, and enlisted
personnel data is provided to AMCPE, DSN 284-9325). The tel ephonic
report is to be followed by the appropriate request for reclassification
or reassignnent.

Page 13, paragraph 3-28, Infornmation requirenents. Add the follow ng at
t he end.

Reporting activities will forward the Annual PRP Status Report to arrive
at HQ AMC (AMCAM CN) not later than (NLT) 20 January each year

Page 13, paragraph 4-3b, lLogistical novenent considerations. Add the
followi ng at the end.

The Conmander, AMCCOM w || provide necessary information and
instructions for nuclear weapons novenents to HQ AMC, DESCOM FORSCOM
TRADOC, and DA Staff agencies as appropriate. This data will also be
provi ded to both consi gnor and consi gnee. Wen possi bl e, advance shi pnent
information will be provided 30 days prior to schedul ed shi prment date.
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Page 13, paragraph 4-3e. Add the follow ng at the end.

There is no AMC requirenment to have energency destruction plans,
procedures, or nateriel in support of nuclear weapons shipnents to, from
or within CONUS

Page 14, Paragraph 4-3h. Add subparagraph (6).

(6) AMC installations have the authority to ship trainers per AR
55-203, Movenent of Nucl ear Weapons, and AR 55-355, Mlitary Traffic
Managenment Regul ation. Appropriate conmercial carriers may be used for
any adm ni strative novenment/shipnents. Mlitary couriers will only be
required to escort shipnents of trainers that have a cl assification of
Secret Restricted Data (SRD) as prescribed in AR 55-203.

Page 14, paragraph 4-3g. Add the followi ng at the end.

Fol I owi ng air nmovenent from AMC depots, security forces will remmin at
the airfield for at least 20 mnutes after the aircraft is airborne. The
function of these forces is to assist in equipnment security should the
air mission be aborted. Wapons custody is not a consideration in this

i nstance.

Page 14, paragraph 4-3. Add subparagraph u.

u. On-depot transportation of nuclear weapons is not considered a
| ogi stical novenent. SOPs to cover all on-depot novenment procedures wll
be devel oped and published. Al positions and functions associated with
the nmovenent will be identified and personnel filling these positions
will be fully trained in their respective novenent duties.

(1) Nucl ear weapons that are noved by notor vehicle will be
| oaded and braced per AMC Draw ng 19-48-6267- SWL1M49. The 463L
Pal l etizing System can al so be used. Al |oad-carrying vehicles wll
have at | east one fire extinguisher. Al vehicles and handling equi prent
will be inspected prior to use per AMC-R 385-100, Safety Mnual, and all
safety requirenents prescribed in this regulation will be net.

(2) In novenent operations outside the linted area, two-way
radi o conmuni cation capability will be provided for all convoy vehicles.

(3) Al nmovenents outside the limted area will be under the
di rect supervision of a nmovenment conmander and escorted by a security
force of not less than five properly cleared arned guards who are
supported by a response force (RF) of not |less than 15 persons.

(a) Escort personnel will be positioned so that one guard
rides with the driver of each |oad-carrying vehicle and two guards (one
may be a driver) ride in each of the vehicles imediately precedi ng and
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followi ng the | oad-carrying vehicle(s). These guards will be used by the
novenent conmander to provide security for the | oad-carrying vehicle(s)
and to provide an initial firefighting capability, if required.

(b) A nonload-carrying vehicle will carry the additiona
firefighting equipment (m nimum of two 10-BC rated carbon di oxide or dry
chemi cal extinguishers).

(c) Convoys will expedite novenent between storage |ocations
and air strips. Vehicles will be exam ned prior to convoy assenbly and
need not be inspected further until the nmovenment nission is conplete, as
I ong as the vehicles remain under security surveillance. Badge exchange
procedures at the limted area perineter may be deferred to expedite
convoy novenent through barrier gates

(d) The reserve force which acconpani es the convoy will be
positioned to maxim ze effective response to any energency situation
within 5 mnutes.

(4) The prescribed route will be followed. Prior to actua
novenent, route reconnai ssance will be conducted to ensure that the route
is safe and secure. Al on-depot bridges and culverts will be inspected
at least senmiannually for structural soundness al ong route novenents.

Page 14, paragraph 4-5, Command and control (C2). Add subparagraph d.

d. AMC courier officers will be provided with both a Letter of
Identification and a Letter of Instruction by their imediate comander.
Formats are at appendi xes H and | of this suppl enent.

Page 15, paragraph 4-9a, Myvenent training. Add the follow ng at the
end.

AMC courier officers nust successfully conplete the Nucl ear Wapons
Courier Course conducted by the U S. Arny Defense Anmunition School prior
to being assigned courier duty responsibilities.

Page 15, paragraph 4-9. Add subparagraphs ¢ and d:

c. Proficiency certification will be witten in |ocally devel oped
format and retained as a matter of record. Certification will be based
upon conpletion of required training and the certifier's assessment of
the individual's proficiency in the subject areas identified in paragraph
4-9b.

d. Certification is a one-tinme requirenment except in those cases
where an individual has not participated in a |ogistics novenent nission
or training exercise for a period of 6 nonths. In such cases, the
i ndi vi dual rnust be recertified prior to participation in the novement of
a war reserve weapon.
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Page 6, paragraph 4-16a, General. Add the follow ng at the end.

Wthin this conmand, AMC-R 385-100 will be used in place of T™M
9- 1300- 206, Amop and Expl osi ve st andards.

Page 16, paragraph 4-16b. Add the followi ng at the end.

This requi renent does not apply to vehicles carrying nucl ear weapons on
AMC installations.

Page 16, paragraph 14-7b, Vehicle inspection and nmi nt enance. Add
subparagraphs (1) and (2).

(1) Servicability of Departnent of Energy (DOE) vehicles is a
DCE responsibility. DCE vehicles (enpty or loaded) will be allowed into
the linted area without search when the convoy conmmander verifies that
the convoy has been sanitized. |If not, the vehicles will be fully
sear ched

(2) DCE convoy vehicles, personnel, and hand-carried itens
remai n subject to inspection or search at the discretion of the
installation conmander. This discretion should only be opted when
justified by probable cause based on valid information.

Page 17, paragraph 4-24b, Aircraft parking requirenents. Add the
followi ng at the end.

For operations at AMC, use AMC-R 385-100 in lieu of TM 9-1300- 206.

Page 21, paragraph 5-4e, Responsibilities. Add subparagraphs (9) and
(10).

(9) Specific responsibilities within AMC are as fol | ows:
(a) The Deputy Chief of Staff or Amunition (AMCAM will--

1. Provide overall staff supervision of Nuclear
Acci dent/ I nci dent Response and Assi stance (NAIRA) activities within the
headquarters and, in coordination with proponent staff elenents,
promul gate command policy and gui dance on this subject.

2. ldentify general officer on-scene-conmander (OSC)
desi gnee(s).

3. Act as principal advisor to the Conmandi ng General on
NAI RA matters. This function includes assessnent of the seriousness of a
nucl ear weapon or reactor accident/incident and the need to alert and/or
di spatch an OSC and the Arny Service Response Force
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4. Assune the position as Director of AMC Operations
Center (AMCOC), as required, and identify appropriate staffing during the
energency situation.

(b) The Deputy Chief of Staff for Readiness (AMCRE) will--

1. Coordinate, publish, and maintain the Conmand NAI RA
pl an as part of the headquarters Disaster Control Plan (DCP).

2. Miintain the current availability status of general
of ficer OSC desi gnee(s).

3. Activate the AMC (perations Center (AMCOC) and
coordinate its activities during actual and exerci se NAI RA operations.

4, Ootain mlitary aircraft and other avail abl e support
as requested by the OSC and staff through JNACC.

(c) The Deputy Chief of Staff for Engineering, Housing, and
Installation Logistics (AMCEN) will maintain current data on the
availability and | ocation of materiel and equi pnent required to support
NAI RA operati ons.

(d) The Deputy Chief of Staff for Resource Managenent
(AMCRM will -- plan, program budget, provide, and di sburse funds for
t he pl anni ng execution of annual Arny Service Response Force exerci ses.

(e) The Deputy Chief of Staff for Personnel (AMCPE) through
the Provost Marshal (AMCPE-S) will --

1. Provide | aw enforcenent and security review and
inputs, as required, to the command contingency plans and directives
addr essi ng NAI RA operations.

2. Review and eval uate subordi nate conmand NAI RA pl ans
for adequacy and conpl eteness in terms of security and | aw enforcenent,
to include rules of engagenent and the use of force by security forces.

3. Provide advice and assistance to the Commandi ng
Ceneral and subordi nate commanders on | aw enforcenment and security
aspects for all phases of NAIRA operations.

(f) The Chief, Safety Ofice (AMCSF), will --
1. Provide the single HQ AMC point of contact (POC) for

duty hour Notification of nuclear accident or incident and initiate
conmand notification alert procedures, as required.
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2. Informthe Deputy Chief of Staff for Personnel,
Headquarters, Department of the Arny (HQDA), of changes in AMC nenbership
on the Nucl ear Weapons Accident Investigation Board (AR 15-22, Nucl ear
Weapons Acci dent Investigation Board).

3. Forward technical investigation and anal ysis reports
to HQDA (AR 385-40, Accident Reporting and Records).

4. Review nuclear reactor investigation reports (AR
385-40) .

(g) the Chief, Public Affairs Ofice (AMCPA), wll --

1. Act as the principal adviser to the Commander and the
AMC staff on internal and external public affairs issues in all phases of
NAI RA oper ati ons.

2. Review and secure HQDA approval of AMC and
subordi nate command conti ngency news rel eases whi ch address nucl ear
accident or incident situations.

3. Provide public affairs support to the Joint
Information Center (JIC) established by the GSC at an acci dent/i nci dent
scene.

4. ldentify and organi ze an augnentati on team of public
affairs specialists from AMC M5Cs who wi || depl oy, upon notification, to
an accident/incident site to support the OSC Public Affairs Oficer.

(h) The Command Counsel (AMCCC) will review command NAI RA
pl ans and provide | egal advice and assistance to the Commandi ng Gener al
and subordi nate commanders regardi ng the proper inplenentation of these
directives.

(i) Oher DCS and separate staff office chiefs will provide
functional area support, as required in the event of NAI RA operations.

(j) The Commander, U.S. Arnmy Armanent, Minitions and
Cheni cal Conmand (AMCCOM) will --

1. Dispatch Arny nucl ear weapons technicians to the
scene of a nucl ear weapon accident or incident and provide technical
advi ce when requested by HQ AMC

2. Establish a single POC for coordination of all AMCCOM
NAI RA activities with HQ AMC.

3. Prepare and forward nucl ear weapon techni cal
i nvestigation and analysis reports (AR 385-40) to HQ AMC ( AMCSF).
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4. Execute OSC duties, as assigned.

(k) The Conmmander, U.S. Arnmy Depot System Command ( DESCOM ,
will--

1. Establish a single POC for coordination of all DESCOM
NAI RA activities with HQ AMC.

2. Execute OSC duties as assigned.
(1) The Commander, U S. Arny Mssile Coormand (M COM), wll--
1. Dispatch Arny nucl ear weapons delivery system
technicians to the scent of a nuclear weapon accident or incident and

provi de techni cal advice when requested by HQ AMC.

2. Establish a single POC for coordination of all M COM
NAI RA activities with HQ AMC.

(m The Conmmander, U. S. Arny Test and Eval uati on Conmand
(TECOM), will --

1. Develop a plan for recovery of special nuclear
mat eri el .

2. Establish a single PCC for coordination of all TECOM
NAI RA activities with HQ USAMC.

3. Execute OSC duties, as assigned.

(n) The Commander, Communi cati ons-El ectroni cs Conmand
(CECOM) will --
1. Oganize, equip, and train a Radiol ogical Control

(RADCON) tean(s). Teans will be capable of departing for the scene of a
nucl ear accident within 4 hours of notification.

2. Prepare and maintain an SOP whi ch addresses
procedures required for pronpt response to a nucl ear accident.
Procedures will include teamalert and transportation functions.

(o) Director, USAMC Surety Field Activity will --
1. Conduct SMR, as directed by AMC
2. Plan for, conduct, and eval uate AMC bi enni al Nucl ear

Armmy Service Response Force exercises in coordination with the U S. Arny
Def ense Ammuni ti on Center and School .

10
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(p) The Director, U S Arny Defense Amunition Center and
School will --

1. Plan for, conduct, and eval uate AMC bi enni al Nucl ear
Arny Service Response Force exercises in coordination with Surety Field
Activity.

2. Establish and conduct a special course of instruction
to support NAI RA operations.

(q) The Director, AMC Surety Field Activity, will provide
heal th physicist staff support to AMC designhated OSCs, as required.

(r) AMC Conmanders with nuclear mssions will --

1. Ensure that local NAIRA plans fully identify al
initial response force (I RF) functions and designate the organizationa
activities that are responsible for these operations. NAIRA plans nust
be thoroughly coordinated, to include integration of appropriate medica
departnent activity (MEDDAC), EOD, augnentation force, and ot her
supporting organi zati ons.

2. Designate thensel ves or, appoint another field grade
officer as the installation Response and Assistance Control O ficer. In
either case, a deputy (field grade officer or civilian, mnimmGS-12 or
equivalent) will be designated to assisted this officer at the scene of a
nucl ear weapon or reactor accident/incident. One of these individuals

will be available or on call whenever operations involving nuclear
weapons or reactor operations are in progress. Incunbents filling these
positions will be qualified by experience or by successful conpletion of

a NAIRA course at the U S. Arny Defense Ammunition Center and School or
its equival ent.

3. Oganize, equip, train, and nmaintain organic
radi ati on response teans. Reaction tinme objective is a depl oynent
capability within 1 hour of notification when operations are in progress
and within 4 hours at other tines.

4. Brief new OSC designees on all aspects of the
Recovery Pl an.

5. Provide appropriate nonitoring teans to the CECOMV
RADCON team as required.

11
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(10) Copies of organization NAIRA plans and inpl ementi ng SOPs,
to include revisions, will be provided to HQ AMC (AMCAMCN), the
Director, USAMC Surety Field Activity, Dover, NJ 07801-5299, and
exchanged anmong supporting and supported activities.

Page 26, paragraph 7-2a, Responsibilities. Add the follow ng at the end.

Nucl ear - capabl e depots will conply wth subparagraphs (1) through (6)
bel ow. Direct comruni cation with USANCA and USAI SEC i s aut hori zed.

Page 32, paragraph 8-12, Reclamas. Add the followi ng at the end.

Al'l reclamas will be forwarded through command channels to DCS for
Amuni tion for resol ution.

12
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SECTI ON | |

AR 50-5-1, 30 Aug 1991, is supplenented as foll ows:

Page 7, paragraph 1-23a, The two-person concept. Add the follow ng at
t he end.

The standards for applying the two-person concept in AMC are contained in
appendi x J of this suppl enment.

Page 9, paragraph 1-36, Site security profile report. Add the follow ng
at the end.

Reporting organi zations will submt three copies of the site security
profile report to arrive at the USAMC Security Support Activity, Ft.
Gllem Forest Park, GA 30050-5000, NLT the 15th day of Decenber. The
Security Support Activity will forward this report to the ultimate
addr essees.

Page 11, paragraph 2-12d, Physical security plan. Add the follow ng at
t he end.

Physi cal Security Plans (PSP) will be maintained current. A copy that
i ncl udes MSC-approved changes will be provided to the USAMC Security
Support Activity, the office of record for these docunents.
Additionally, one copy of the current PSP will be furnished to HQ AMC
(AMCPE- S) .

Page 11, paragraph 2-12, Physical security plan. Add subparagraph e.

e. Building contents. Security plans will include procedures for
i nform ng energency response forces of the contents of the storage or
mai nt enance structure to which they are responding; e.g., nuclear weapons
or components, explosives, or inert materiel. The plan will al so address
procedures for passing this information pronptly, and in detail, to the
installation command group

Page 16, paragraph 3-13f, Lighting system (Perineter Lighting Controls).
Add the following at the end.

Activation neans both an "on and off" capability. Additional sw tches
for perineter security light shall be secured so that they cannot be
operated by unauthorized persons. To ensure reliability and operability
of auxiliary generators supporting surety operations, it is inperative
that they be inspected and tested. Appendix C, AR 420-43, Electrica
Services, outlines specific exercise schedules for auxiliary generators.
Director of Engineering and Housing (DEH) should be contacted to
determ ne how the requirenents of AR 420-43 are being inplenented. Test
results should be available fromeither the DEH or using activity

13
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personnel. It is inportant to note the auxiliary generators of interest
are those specifically designated to support surety security operations;
e.g., intrusion detection system (IDS), |ighting, and conmuni cati ons.

Page 17, paragraph 3-20, Detection. Add subparagraphs c. and d.

c. Design. Responsibilities and procedures for design
installation, and use of IDSs and other electronic security enhancenent
systens (closed circuit television (CCTV) and access control devices) are
contai ned in CEGJ-166-25, and AMC Supplenent 1 to AR 190-13, chapter 4.

d. Testing. IDS testing will be acconplished on a daily and nmonthly
basi s. Sem annual mai ntenance inspections, conducted by qualified
mai nt enance personnel, satisfy the systemtests for that nonth.

(1) The daily test consists of a renpbte systemcircuit continuity
check perfornmed by the I DS panel nonitor.

(2) The nmonthly tests include activation of all perineter sector
sensors, all sensors installed on entrances to and within protected
structures, and system operation under |DS back-up (battery) power. Al
these tests need not be acconplished on the sane day. Selective
peri meter sector and structure sensor activation tests may be conducted
daily, providing that selection ensures a 100-percent nmonthly check of
al | conponents.

(a) Tanper and grid circuit operation is tested by opening
t he Bunker Entry Box (BEB) and |IDS console to activate the circuit
swi t ches.

(b) Sensors, control units, and junction boxes will not be
routinely opened or renoved fromstructure surfaces for testing purposes.

(3) Maintenance requirenents are addressed in Chapter 5
El ectronic Security Systenms Requirenments, and Appendix G (U (Al arm Types
and Specifications), basic regulation

Page 20, paragraph 4-18, Storage structure entry hinderance. Add the
following at the end.

For AMC depots, concrete King Tut blocks will be enplaced to inhibit
unaut hori zed openi ng of storage igloos containing nucl ear weapons at all
ti mes except when an operation is being performed. Adjacent igloos may be
opened for operational efficiency. However, appropriate security forces
must be in place at each igloo. Security personnel will conduct a survey
of the storage area at the end of each operational period to ensure

bl ocks have been replaced and lifting equi pment secured.

14
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Page 23, paragraph 5-10b, Test and record requirenents (Purpose). Add
subpar agraph (6).

(6) Scheduling. Al testing should be programmed in such a
fashion that the entire systemis not subject to a 1 or 2 day crash
program Systematic scheduling will be devel oped to ensure all systens
are conpleted within the tineframe articul ated

Page 23, paragraph 5-10c. (1) Test and record requirenents (Record of
Alarms). Add the followi ng at the end.

The intentional activation of previously identified sensors, not related
to IDS testing; i.e., the known/deliberate opening of igloo doors for
novenent, tech ops, etc., need not be recorded.

Page 26, paragraph 8-4a, ldentification badges (Badge system). Add the
followi ng at the end.

Badge exchange systenms will use two badges per individual. One badge
pernmits entry into the outer area and the second is required for entry
into a nore sensitive security area. The individual exchanges his/her
initial badge for a second badge at the entrance to the nore sensitive
area. Exchange of badges for an exclusion area will be acconplished only
by security personnel at points of ingress and egress.

Page 26, paragraph 8-4, Identification badges. Add subparagraph h.

h. O her Markings

(1) Installation badges used for security identification at AMC
nucl ear weapons storage depots will be conspicuously nmarked to identify
the restricted areas to which the bearer is authorized access
(controlled, Iimted, or exclusion areas).

(2) Exchange badges used within the linmted area perineter wll
be color-coded to clearly differentiate between excl usion area access
aut hori zation (PRP personnel) and limted area access authorization
(non- PRP personnel with requisite security clearance). Exclusion area
exchange badges for individuals who require escort will identify the
specific escort requirement ("1 unarmed escort/"2 armed escorts") in bold
face type

Page 28 aragraph 8-6e. Searches and inspections (Seal ed Packages). Add
the following at the end.

Current DD Form 577 (Signature Card) for personnel authorized to sign DA
Form 1818 (I ndividual Property Pass) will be maintained at the entry
control facility. The number of persons authorized to sign passes will be
held to a m ni mum
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Page 28, paragraph 8-7b, Vehicle/ MHE control (After Duty Hours). Add at
t he end.

Security personnel will conduct a survey at the conpletion of each
operational period to ensure that King Tut bl ocks are replaced and that
lifting equipnment is properly secured.

Page 28, paragraph 8-10, Perineter patrols. Add subparagraphs a
t hrough d.

a. Exclusion area entrances and the perineter fenceline will be
continually patrolled. Mdtorized patrol intervals are not to exceed 45
m nutes. Each section of the fenceline will be patrolled at 5-mnute

intervals when perineter IDS is inoperative.

b. Locks on auxiliary perineter gates and excl usion area structures
will be visually checked at the start of each shift.

c. Mtorized patrols will be conprised of a m nimum of two persons
during periods of darkness or reduced visibility.

d. Security functions which support technical operations (opening
structures, escorting personnel, nmaintenance buil ding security sweeps,
etc.) will not be performed by RF personnel or those personnel assigned
to established posts and patrols.

Page 30, paragraph 8-16, Duress system Add subparagraphs c. and d.

c. Guard Force. Code words or authentication signals will be
exchanged between security guards controlling exclusion area access and
the IDS nonitor prior to opening a structure or igloo where nucl ear
weapons or conponents are | ocated. Response forces (RF) will be
di spat ched upon recei pt of an inproper code word, signal, or the duress
code.

d. Tests. Unannounced tests of duress response procedures wll be
conducted monthly. Actual code words or signals will not be used in
training or test exercises.

Page 30, paragraph 18-8, Structure and building security. Add
subpar agraph d.

d. Building Sweeps

(1) Responsibility for the interior security of maintenance
bui | di ngs which contain nucl ear weapons will pass fromthe security force
to operations personnel at the start of each operational period and
continue until control is returned to security forces at the cl ose of
t he peri od.
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(2) Wen nucl ear weapons or nucl ear conponents remain overni ght
in the maintenance building, internal security control is passed to
security forces following a joint (operating and security personnel)

i nspection of the buildings interior

(3) Technical operations on weapons or conponents that expose
Critical Nuclear Wapons Design Information (CNWDI) will be screened to
precl ude passage of this information to personnel who do not have a
verified need to know

Page 35, paragraph 11-2, Categories of deviations. Add subparagraph c.

c. Requests for exceptions, waivers, variances, or renewal wll be
forwarded through command channels to HQ AMCZ AMCPE-S, Al exandria, VA
22333- 0001 per AR 190-13, the Arny Physical Security Program and AMC
suppl enent thereto. AMC installations will request waivers and exceptions
per AMC Suppl 1 to AR 190-13.

Page 38, paragraph 13-1. Key and lock control (Access Control). Add
subpar agraph v.

v. Wen doors on mai ntenance buil di ngs or storage areas nust be
equi pped with panic hardware to neet safety requirenents, the follow ng
procedures wll apply:

(1) During operating hours, doors will be equipped with IDS or
serial nunbered frangible seals. |IDS or seals are not required if doors
are under continual surveillance.

(2) During nonoperating hours, doors not equipped with IDS wll
be secured with padl ock or serial nunbered protective seals. This
addi ti onal requirenent need not be net if positive neasures are taken to
det ect stay behi nds.

(3) Panic hardware will be inaccessible and i noperable from
out side the door.

(4) Use and control of protective seals will be per appendix B
AR 190-51, Security of Army Property at Unit and Installation |evel.

Page 38, paragraph 13-3a, Key control officer. Add the follow ng at the
end.

This individual will be personally responsible for supervision of the
security key and | ock system to include control, issue and rotation of
security (including intrusion detection system) |ocks, cores, and keys.

Page 39, paragraph 13-3, Key control officer. Add subparagraphs f.
through |I.
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f. The security key control officer's records will accurately
docunent the acquisition, status, and location of all security |ocks,
cores, and keys and stand as an audit trail of positive key control. As a
m ninmum the following data will be recorded

(1) The total number of |ocks, cores, and keys in the system to
i nclude the date of their acquisition

(2) ldentification of the locks and cores in use, the date they
were put in service, and their |ocation

(3) The nunber of keys issued and the identification of the
person who has possession of each key.

(4) Security keys will not be renoved fromthe linited area.

(5) Key custodian(s) or designated alternate will inventory al
assigned keys daily. This daily inventory does not include keys signed
out for extended periods. Mssing keys will be pronptly reported to the
provost marshal /security officer (PM SO .

(6) Security key control officer(s) will maintain records of al
systenms for security areas, to include the follow ng information:

(a) Total nunber of |ocks/keys in system
(b) Nunber of keys issued and to whom
(c) Nunber of keys and key bl anks on-hand.

(7) I'f conmbination |ocks are used in the key and | ock system the
recorded conbination will be safeguarded by the responsible custodian in
a manner that will prevent conprom se

(8) Conbinations to locks in the security key/lock contro
systemwi || be changed whenever the security/container/structure/ padl ock
has been di scovered unl ocked and unattended.

g. Locks and cores that are not in use will be kept in a secure
container. Structure locks will be secured to the |ocking staple or
chained to the door facing when the structure or igloo is open

h. High security shrouded hasps will be used with high security
padl ocks.

i. Containers will be located so that they are either under
continual surveillance or protected by IDS. Keys to structure contro
units (CU) may be retained in the CU keyway when this unit is |ocated
within the protected structure.
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j. Issue of new, duplicate, or replacenent keys will not be effected
wi t hout specific approval by the security key control officer.

k. The fact that a key is missing will be reported i mediately to
the security key control officer. Formal investigation of a m ssing key
wi |l be conducted by a disinterested party.

I. Installation physical security plans will include the security
| ock and key control procedures specified in this supplenent.

Page 39, paragraph 15-1, Recovery operations, (General). Add the
foll owi ng at the end.

TECOM wi | | develop a plan to recover special nuclear naterials (SNM.
This plan will be exercised at |east annually at the reactor sites.

Page 51, Appendix G paragraph G 5. Add the followi ng at the end.

Security personnel (mnimmtwo) will nmonitor the IDS console and the
closed circuit TV nonitor panel.

Page 52. Add appendixes H, I, J.

The proponent of this supplenment is the United

States Arny Materiel Command. Users are invited to
send comments and suggested i nprovenents on DA Form
2028 (Recommended Changes to Publications and Bl ank
Forns) to the Commander, HQ AMC, ATTN. AMCAM CN,
5001 Ei senhower Avenue, Al exandria, VA 22333-0001.

FOR THE COVVANDER:

OFFI CI AL: JOHNNI E E. W LSON
Maj or General, USA
Chi ef of Staff

LEROY TI LLERY
Chi ef, Printing and Publications
Branch

DI STRI BUTI ON

Initial Distr H(60) | ea HQ Acty/Staff O c
B LEAD (1, 324)

AMCI O | - SP St ockroom (50)
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AMCAM CN ( 20)

AMCPA, AMCPA, AMCI G AMCIN, AMCCC-L, AMCPE-S, AMCEN (1) Each
AMC Surety Field Activity (AMXSA) (10)

HQDA (MONA-SU), (SAIG), (DAMD-SWS), (AMCIG TID) (10) Each
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SAMPLE
APPENDI X H
LETTER OF | DENTI FI CATI ON
HEADQUARTERS

(synbol)
(date)

SUBJECT: Letter of ldentification

1. This letter effective only for the period of
to

2. The bearer, is nenber of the U S
Arnmy and is performing a courier or guard function to mlitary property
that is vital to the defense of the United States. In the event of an
accident or incident, the courier is qualified to give instructions for
the safety of persons who may be involved and for security of property.

It is inmperative that the courier be furni shed assistance and cooperation
as required.

3. has a mlitary security cl earance of

4. The identity of the bearer should be verified using nmlitary
identification card (DA Form 2A- series (Arned Forces Identification
Card) by conparison of SSAN, signature, and picture

5. Due to security requirenents, the bearer may be able to provide only
a linmted amount of information regarding the circunstances for which
assi stance i s requested.

6. |In the event that and all other
menbers of the courier's party are disabled, inmmediately call _
, collect, for further instructions.

/'SI John Q Jones

JOHN Q JONES

Col onel, 0D
Conmandi ng
H1
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SAMPLE
APPENDI X |

HEADQUARTERS

(synbol ) (dat e)
MEMORANDUM FOR:  (insert courier's nane, grade, and SSN)
SUBJECT: Letter of Instruction to Courier Oficer

1. (V) Your authority for this trip is Letter Oder
Headquarters , dated

2. (Insert classification, if appropriate). The follow ng specific
instructions apply to this shipnent.

a. You will proceed by
to reporting upon arrival
NLT date/time, to
who will coordinate the transfer of material to you.
b. |If possible, you will observe and check the cargo as it is |oaded
on the assigned for the novenent, or as a m ni mum

the cargo nust be checked prior to nmovenent of the carrier

c. This shipnent contains class expl osives. |In the
event the shipnent is threatened by fire, the class of explosives nust be
provided to personnel engaged in firefighting.

d. In the event of an accident or incident and if an eventua
expl osion is feared, the nininmum personnel hazard distance is 2,000 feet.
If required, establish a perinmeter of that distance in radius all around
the accident/incident site.

e. The cargo will consist of _ pi eces, pounds of materi el
requiring, __ pl acards on the vehicles.
f. Estimated tine of departure from will be
approxi nately date/time via the follow ng route:
-1
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SAVPLE

g. The control nunber assigned to this shipnment is
Use this control number whenever reporting information pertaining to th|s
shi pnent .

h. Periodic tel ephonic progress reports will be nade to the
designated Arny novenent nonitor at intervals of approximately
hours, but not nore than m nutes + fromthe prescribed tinme. Cal
t el ephone nunber during duty hours, or telephone nunber

or tel ephone nunber after duty hours, and state--

"This is the courier officer for controlled shipnent
| submt the following information. (G ve shipnment progress or aCC|dent/
incident information with appropriate |location). My next tel ephonic
report is due at hours, + m nut est tol erance."

i. Upon arrival at , contact

3. Upon conpletion of your mssion, a report in triplicate, classified
if necessary, will be forwarded to this office. Your report wll include
a chronol ogi cal accounting of your mssion to include nane, grade, and
soci al security number of persons receipting for your cargo, coments on
adequacy of sel ected routes, cooperation by state or |ocal |aw

enf orcenent agenci es, recommendations, and any itenms of special interest,
especi al Iy unusual incidents or circunmstances encountered.

/ S/ John Q Jones

JOHN Q JONES

Col onel, CD
Commandi ng
-2
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APPENDI X J
| MPLEMENTATI ON OF THE TWO- PERSON CONCEPT
W TH N AMC

J-1. The follow ng standards will be applied within AMC to inplenent the
t wo- person concept. These standards anplify the safety rules for each
nucl ear weapons system

J-2. It is inportant that all personnel inplementing the two-person
concept be instructed in exactly what the purpose is and how to inpl enent
it. They nust know what types of unauthorized acts to watch for and what
to do if such acts are observed. To ensure agai nst unauthorized or
unsafe acts, each task to be perfornmed nust be authorized and clearly
speci fied by supervisory personnel

J-3. In enforcing the concept insofar as access to the weapon to conmt
an act of sabotage is concerned, supervisors nust ensure that each of the
two persons are capabl e of detecting an unauthorized act on the part of
the other. It is not necessary for the two persons involved to possess
techni cal know edge. For exanple, if two persons are noving weapons in
shi ppi ng containers fromone location to another, a wi de variance in
techni cal know edge and skill is acceptable. Any sabotage of the weapon
nmust be preceded by opening or penetrating the container, which in this
case would be an incorrect procedure with respect to the task to be
perfornmed. It does not take technical know edge or skill to detect such
an act. A highly know edgeabl e person in a critical position and an
ordinary workman in a controlled position could performthis job together
and be in conpliance with the concept. This sanme rationale can be
applied where only first and second echel on mai nt enance i s being
perforned; however, exceptions nmay exist in situations involving nuclear
conponents or other unique operations that provide an unusual degree of
access. The Commander, AMC, ATTN. AMCAM CN, shoul d be requested to
provi de specific guidance where any doubt exists.

J-4. The opportunity to cause a nucl ear detonation is renotely possible
in an area or building where third through fifth echel on mai nt enance,
retrofit, or assenbly operations are underway. To ensure that personne
engaged in these operations are capable of detecting incorrect and

unaut hori zed procedures concerning the task being perforned, personne

i npl enenting the two-person concept nust possess technical know edge
commensurate with the operation. Only personnel occupying critica
positions will be allowed to inplenent the two-person concept where third
echel on nmi ntenance, retrofit, or assenbly operations are in process.
When ot her personnel nust be present during such operations, there nust
be at |least two persons occupying critical positions present and in a
position to observe them and each other. Supervisors nust give specia
attention to ensure that personnel in critical positions are not used to
i mpl ement the concept on systenms with which they are not entirely

fam liar.
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In depots with capabilities covering a | arge nunber of systens, it nust
be recogni zed that not all personnel occupying critical positions have
the requisite technical know edge on all systens.

J-5. Instructions pronul gated for the application of the two-person
concept will include the follow ng provisions:

a. Operating bays that contain nuclear warheads, nuclear conponents,
nucl ear projectiles, or warhead sections will be closed off fromthe rest
of the building by netal accordian gates, ropes, chains, or other
carriers that will permt visual observation. A sign will be posted at
the entrance to the bay indicating that entry is prohibited wthout
supervi sory authorization. This requirenent will not apply to those
operating buildings where the physical layout will permt continued
observation by supervisory personnel

b. Signs will be posted in operating bays in which operations are
bei ng conducted indicating that the two-person concept is in effect.

c. Positive neasures will be taken to assure conpliance with the
t wo- person concept. Signs, warnings, and honor systens alone will not
suffice. To preclude violation of the two-person concept, one of the
following conditions nust be net:

(1) At least two persons nust be present in the operating bays
who will keep the weapons and each other under continual visua
surveillance to assure that they are not approached by unauthorized
personnel ; or

(2) The weapons nust be | ocked behind secure barriers that are
sufficiently inpenetrable to ensure that any attenpt at forcible entry
woul d not go unnoticed by at |east two qualified persons; or

(3) The weapons nust be in a secured building in a secured area
within a building or in an igloo, fromwhich all personnel are barred.
Quard forces nmust follow the two-person concept unless intrusion
detection equi pnment allows the use of single guards.

d. An identification and control system nust be provided that will
at any tine indicate to supervisors the nunber, position, and
desi gnati ons of personnel in the operating bays collectively. Such a
systemis not required in each individual operating bay.

J-6. During training operations, the two person concept will apply to
trainers, just as it does to war reserve weapons, at all tinmes when
trainers are out of their containers in a nuclear weapon storage or

mai nt enance building in an exclusion area. This not only includes tines
when they are being used in training, but also when they are being
repaired or maintained, if the maintenance is done in a nucl ear weapon
excl usion area.
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The two-person concept will not apply to packaged trainers stored in the
exclusion area while not in use. Nor does the concept apply to trainers
while in other areas, such as schools, where war reserve weapons are not
pernmitted. The school nay, of course, place the concept in effect for
trai ning purposes.

J-7. \Wen a weapon has separabl e nucl ear conponents, the two-person
concept applies as foll ows:

a. Wen the nucl ear conponents are assenbled to the weapons, i.e., a
conpl ete round exi sts.

b. When working on the nucl ear conponents.

c. During assenbly of the nuclear conponents to the remai nder of the
weapon.

J-8. Administrative regulations will be published at installations where
nucl ear weapons are stored or processed, stating that violation of the

t wo- person concept will be considered di sobedi ence of the established
regul ations that could result in severe disciplinary penalty.

J-9. Visitors will not be allowed unescorted access to nucl ear weapons
or be used to inplenment the two-person concept. As an exception, in

t hose cases where an individual or teamfrom another installation is
serving on tenporary duty at a depot for the purpose of providing
techni cal assistance that involves access to weapons, the depot comrander
will request that the security clearance for those individuals include a
statenment that he/she is in the personnel reliability program If the
visitor will be used in a critical position, the message nmust contain a
statement that he possesses technical know edge required to performthe
task assi gned.

J-10. Visitors need not be escorted within nuclear weapons linited areas
when all of the follow ng conditions are net:

a. The visitor has a SECRET cl earance.

b. The visitor has an established need-to-know whi ch requires
entrance to the linted area.

c. The visitor's nanme appears on the access list and the visitor is
i ssued a pictured badge for the limted area.

d. The visitor is not pernmitted unescorted entry into igloos or

ot her structures where nucl ear warheads, nucl ear conponents, nucl ear
projectiles, or warhead sections are |ocated.
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